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A¥ NAIS

ESPERIENZE PROFESSIONALI
10/2022 - Attuale
Nais s.r.l.
Ruolo: Red Team Leader
Attivita:

e Vulnerability Assessment

e Penetration Testing

e Phishing Simulation

e Breach Attack Simulation
Tecnologie utilizzate:

e OpenVAS
e Tenable Nessus Pro
e Qualys

e HCL Appscan
e BurpSuite Pro
e Nmap

e Metasploit

o Kali Tools

o Pentera

07/2020-09/2022
Nais s.r.l.

Ruolo: SOC Blue/Red Team - Apprendistato

Attivita:
e Vulnerability Assessment
e Penetration Testing
e Phishing Simulation
e Attack Simulation
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QORTY My, ISO/IEC 27001:2013 Certification no. 0000428819-MSC-ACCREDIA-ITA

5 % Information Security Management System for the provision of the services of:

« IT Management Services (Customer infrastructure management)

¢ Cyber Security (Security Operation Center - SOC)

* IT Design & Cloud Transformation (Cloud infrastructure design and management,
Business Continuity Solutions, professional back-up services, DR)
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Tecnologie utilizzate:

e OpenVAS
e Tenable Nessus Pro
e Qualys

e HCL Appscan
e BurpSuite Pro
e Nmap

e Metasploit

o Kali Tools

o Pentera

01/2020-06/2020

Nais s.r.l.

Ruolo: SOC Analyst - Tirocinio

Attivita:

Blue Team Activities:

- Incident Handling
- Threat Hunting
- Threat Intelligence
- Phishing/Spam Management
- Investigation & Reporting
- Log Management
- Identity Management

Tecnologie utilizzate:

Blue Team Technologies:

- Microsoft Security stack (ATP, Cloud App Security, 0365
Security&Compliance)
- SIEM / Log Manager (Qradar, AlienVault, Splunk)
- IDS
- EDR / NGAV (CarbonBlack, Windows Defender, Bitdefender, Cortex,
Deeplnstinct, Cynet)
- Firewall
- [dentity Manager (ForgeRock IDM)

QORTY My, ISO/IEC 27001:2013 Certification no. 0000428819-MSC-ACCREDIA-ITA
& Qs Information Security Management System for the provision of the services of:
o 2.« IT Management Services (Customer infrastructure management)
2 % e Cyber Security (Security Operation Center - SOC)
%, DNV &  «IT Design & Cloud Transformation (Cloud infrastructure design and management,
A\ 4 Business Continuity Solutions, professional back-up services, DR)

ISO/IEC 27001
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10/2019-12/2019

Nais s.r.l.

Ruolo: SOC Analyst - Stage

Attivita: Partecipazione attiva alle attivita erogate dal Security Operation Center, nello specifico
attivita di cyber

security per clienti finali della media e grande impresa. Affiancamento a personale Security
Nais per attivita riguardanti il mondo cloud/office 365, analisi SIEM e Threat Hunting.

ISTRUZIONE E FORMAZIONE

CORSO DI LAUREA IN INFORMATICA L-31 - SCIENZE E TECNOLOGIE INFORMATICHE
Data di conseguimento: in corso
[stituto/Ente formativo: Universita degli Studi di Torino

DIPLOMA DI ISTRUZIONE SECONDARIA SUPERIORE AD INDIRIZZO SCIENTIFICO
Anno di conseguimento: 2015
[stituto/Ente formativo: Liceo Scientifico F. Capece

CERTIFICAZIONI

CEH - Certified Ethical Hacker
Vendor: EC-Council

Anno di conseguimento: 2024
Validita/Scadenza: 2027

Mastering Al in Cybersecurity
Vendor: SOC Radar

Anno di conseguimento: 2024
Validita/Scadenza: --

Qualys EDR Foundation
Vendor: Qualys
Anno di conseguimento: 2021

Validita/Scadenza: --
QORTY My, ISO/IEC 27001:2013 Certification no. 0000428819-MSC-ACCREDIA-ITA
& Qs Information Security Management System for the provision of the services of:
g 2.« IT Management Services (Customer infrastructure management)
2 % e Cyber Security (Security Operation Center - SOC)
%, DNV &  «IT Design & Cloud Transformation (Cloud infrastructure design and management,
A\ 4 Business Continuity Solutions, professional back-up services, DR)

ISO/IEC 27001
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Qualys Cloud Agent Certification
Vendor: Qualys

Anno di conseguimento: 2021
Validita/Scadenza: --

Qualys VMDR Certification
Vendor: Qualys

Anno di conseguimento: 2021
Validita/Scadenza: --

CB Defense Analyst

Vendor: VMWare Carbon Black
Anno di conseguimento: 2020
Validita/Scadenza: --

Splunk Fundamentals
Vendor: Splunk

Anno di conseguimento: 2020
Validita/Scadenza: --

Armis Partner Technical Specialist
Vendor: Armis

Anno di conseguimento: 2022
Validita/Scadenza: --

Pentera Technical Learning Track
Vendor: Pentera

Anno di conseguimento: 2022
Validita/Scadenza: --

Pentera Tell Certified Platform Specialist
Vendor: Pentera
Anno di conseguimento: 2023

Validita/Scadenza: --
QORTY My, ISO/IEC 27001:2013 Certification no. 0000428819-MSC-ACCREDIA-ITA
& Qs Information Security Management System for the provision of the services of:
o 2.« IT Management Services (Customer infrastructure management)
2 % e Cyber Security (Security Operation Center - SOC)
%, DNV &  «IT Design & Cloud Transformation (Cloud infrastructure design and management,
A\ 4 Business Continuity Solutions, professional back-up services, DR)

ISO/IEC 27001
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Pentera Expert Certificate
Vendor: Pentera

Anno di conseguimento: 2022
Validita/Scadenza: --

Pentera Certified Validation Professional
Vendor: Pentera

Anno di conseguimento: 2023
Validita/Scadenza: --

Microsoft Security Operations Analyst Associate SC-200

Vendor: Microsoft
Anno di conseguimento: 2023
Validita/Scadenza: --

Qradar Endpoint Detection and Response (EDR)
Vendor: IBM

Anno di conseguimento: 2023
Validita/Scadenza: 2024

Qradar XDR Sales Foundation
Vendor: IBM

Anno di conseguimento: 2023
Validita/Scadenza: 2024

Qradar Master Skills 2020 - Security Professional
Vendor: IBM
Anno di conseguimento: 2020

Validita/Scadenza: --
QORTY My, ISO/IEC 27001:2013 Certification no. 0000428819-MSC-ACCREDIA-ITA
& Qs Information Security Management System for the provision of the services of:
o 2.« IT Management Services (Customer infrastructure management)
2 % e Cyber Security (Security Operation Center - SOC)
%, DNV &  «IT Design & Cloud Transformation (Cloud infrastructure design and management,
A\ 4 Business Continuity Solutions, professional back-up services, DR)

ISO/IEC 27001
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COMPETENZE TECNICHE

Elenco di tutte le tecnologie conosciute e utilizzate (anche al di fuori del contesto lavorativo)

e Microsoft Security Stack
e Carbon Black Cloud

e Pentera

e [BM Qradar

e Splunk

e Manage Engine Log360 (AD Audit Plus, Event Log Analyzer)
e Pentera

e Armis

e Watchguard FW

o Kali PT Tools

e OpenVAS

e Qualys

e Nessus Professional

e HCL AppScan

e Burp Suite Professional
e OWASP ZAP

e VMWare Workstation

e Manage Engine Endpoint Central
e Ossim Alienvault

e Graylog

e Secureworks
e Cynet

e Ermes

e GoPhish

e Sophos

o Lookout

e Misp

o IBM ReaQta
e LibraEsva

QORTY My, ISO/IEC 27001:2013 Certification no. 0000428819-MSC-ACCREDIA-ITA
& Qs Information Security Management System for the provision of the services of:
o 2.« IT Management Services (Customer infrastructure management)
2 % e Cyber Security (Security Operation Center - SOC)
%, DNV &  «IT Design & Cloud Transformation (Cloud infrastructure design and management,
A\ 4 Business Continuity Solutions, professional back-up services, DR)

ISO/IEC 27001
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LINGUE

Inglese

Livello (Livello Quadro Comune Europeo di Riferimento)
Ascolto: B2

Lettura: B2

Interazione orale: B1

Produzione orale: B1

QORTY My, ISO/IEC 27001:2013 Certification no. 0000428819-MSC-ACCREDIA-ITA
& Qs Information Security Management System for the provision of the services of:
g 2.« IT Management Services (Customer infrastructure management)
2 % e Cyber Security (Security Operation Center - SOC)
%, DNV &  «IT Design & Cloud Transformation (Cloud infrastructure design and management,
\\ISO - 27001// Business Continuity Solutions, professional back-up services, DR)



